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What is your worst protected software?

And what can a hacker do if they get in?
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Legacy communication protocols
→ Weak authentication & integrity (CISA)

Underinvestment in secure OT
→ Growing exposure in industrial environments (WEF)

Poor observability
→ Poor root-cause analysis & slow response (WEF)

Supply chain fragility
→ Largest barrier to cyber resilience (WEF)

Security + critical infrastructure in 2026
STATUS QUO

STRUCTURAL WEAKNESSES

Escalating cybercrime & targeted attacks
→ National threat assessments (SÄPO, FRA)

Weaponization of vulnerabilities
→ Faster exploitation cycles

Cloud sovereignty risks
→ “Sovereignty washing” by hyperscalers

THREAT LANDSCAPE 2026
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Application code

Documentation

Maintenance

Security + Operations

Compliance
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Mitigations
ADDRESSING THE CONCERNS

Trustworthy supply chains, 
and means to verify them

Tamper-proof and 
deep observability

Vulnerability management, 
intrusion detection, and 

isolation in depth

Enforce security best practices by 
deeply embedding applications in 

security they cannot violate
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Security should 
be built into the

PLATFORM
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Security-
hardened
Application 
Platform

WELKIN BY ELASTISYS



Security measures are not 
unique, your applications are
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Raising the lowest bar

Force encryption everywhere 
Network and storage.

Isolate applications
Strict limits. Reduced capabilities. Only specifically allowlisted 
network requests.

Injected configuration
Inject secrets configuration securely.

Vulnerability and intrusion detection
Protect against the known and unknown.

Tamper-proof observability
Observe in depth from the outside. Tamper-proof records.

Fine-grained permissions
Both for humans and applications.
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Lars Larsson, Field CTO
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lars.larsson@elastisys.com

Summary
Critical infrastructure is under more 
cyber threat pressure than ever.

Security should be built into 
the platform.

Security measures are not unique, 
your applications are.

“Defense in depth” is secure by 
design in practice.

Connect on LinkedIn 
for more content

http://elastisys.com
http://www.linkedin.com/in/llarsson/
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Status quo for critical infrastructure
● US Cybersecurity and Infrastructure Security Agency (CISA)

○ “CISA Releases Guide to Help Critical Infrastructure Users Adopt More 
Secure Communication”, 2026

○ Decades-old communication protocols with poor support for 
authentication and integrity checks are security concern

● World Economic Forum:
○ “The dangerous blind spot in critical infrastructure cybersecurity”, 2025

■ Lack of investment in secure Operational Technology (OT)
■ Poor observability features leading to bad root cause analyses

○ “Global Cybersecurity Outlook 2026”, 2026
■ Third-party and supply chain vulnerabilities is largest barrier for large 

companies to cyber resilience

SOURCES

https://www.cisa.gov/news-events/news/cisa-releases-guide-help-critical-infrastructure-users-adopt-more-secure-communication
https://www.cisa.gov/news-events/news/cisa-releases-guide-help-critical-infrastructure-users-adopt-more-secure-communication
https://www.weforum.org/stories/2025/10/dangerous-blindspot-in-infrastructure-cybersecurity/#:~:text=Sophisticated%20state%2Dsponsored%20hackers%20and,these%20networks%20unmonitored%20and%20vulnerable.&text=The%20result%20is%20that%20when,cyber%20attack%20or%20another%20factor.
https://www.weforum.org/publications/global-cybersecurity-outlook-2026/digest/
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Swedish cybersecurity
SOURCES

● “Handlingsplan 2026: Nationell strategi för cybersäkerhet 2025–2029”, 
Regeringskansliet, 2026
○ MCF to collaborate with FRA and be supported by FMV, Försvarsmakten, 

Polismyndigheten, PTS and Säkerhetspolisen as well as Finansinspektionen 
and Sveriges Riksbank

● The Swedish Säkerhetspolisen (SÄPO) and Försvarets Radioanstalt 
(FRA) both state in their yearly outlooks that 2026 will be plagued by 
high cybercrime activity, use of vulnerabilities, and directed attacks 
on European and Swedish infrastructure (SÄPO, FRA)

https://www.regeringen.se/contentassets/0903061f79204084b6acf4ce1a978830/bilaga-1-handlingsplan-uppdaterad-2026.pdf
https://www.sakerhetspolisen.se/om-sakerhetspolisen/publikationer/sakerhetspolisens-lagesbilder/sakerhetspolisen-2025-2026/sakerhetspolisen-star-stadigt-i-en-osaker-tid.html
https://fra.se/download/18.6b4b0ae819565f845bb222/1773241377535/FRA_arsrapport_2025_uppslag.pdf

