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Netnod was established in 1996 and is owned by the TU foundation
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We contribute to an open, secure and robust Internet



Digitized 
organisations
must work

The bank- and 

finance sector

The SAAS 

services, large 

and small

The Armed 

Forces & cyber 

defence

Healthcare and 

medication
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A society must be able to take a hit
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Traditional attacks IT-related attacks

Effect EffectPeace Peace WarWar

Time
Time
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Jan-feb:

Military 

activities in the 

region.

13 feb: DDos 

towards public 

sector, banks, 

ATMs etc.

17 feb:

Activities in 

Donbas 

Escalates.

20 feb: Donbas and 

Luhansk declare 

themselves independent.

Putin gives order on 

peace mission in Donbas.

23 feb: Renewed 

attacks against 

banking and 

financial sector.

24 feb: Putin gives 

order on a special 

military operation in 

Ukraine.

Invasion…

24 feb: HermeticWiper 

against organisations 

in Ukraine.

IsaacWiper destructive 

malware against 

Ukraine government 

network.

AcidRain against 

ViaSat, and attack 

against Triolan ISP.

These attacks 

against ViaSat and 

Triolan has impact on 

Internet in Ukraine.
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Start local

If the internet is to hold up for healthcare, payment 

services and other critical things, we must start from 

what's local.

Local Fiber, Local Networks,

Local Information, Local Services

Local Survival

Everyone has an important role.

NETNOD
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Education?

You have two options:

1. Educate

a. Collect questions

b. Create documentation, videos etc

c. Train the users

2. Make better software

a. Collect questions

b. Pass it to developers

c. Fix the code

NETNOD
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Do organizations know what they are doing?

Do organizations know what IT systems and functions 
they need to do that?

Does the legislature know what is required to increase 
the capabilities of these systems?

Compliance is one thing, survival is another!
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The correct path forward (RDO)

Step 1: Agree on what you are doing

Step 2: Do an inventory on what services are essential

Step 3: Ensure they stay alive

Step 4: Exercise, exercise, exercise
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“Everyone thinks they have a plan 
until they get punched in the face.”

– Mike Tyson
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Ultimately, it’s all about

Humans
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Patrik Fältström

paf@netnod.se

https://netnod.se/
info@netnod.se

Greta Garbos väg 13

169 40 Solna
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