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TXOne Introduction
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Purpose built

Solution integration

Vertical leader

+500
OT/ICS threat 

research 

Founded in 2019



Worldwide offices

USA HQ
Irving, Texas

Sales, SE, Marketing and Support
Tokyo HQ

Sales, SE, Marketing and Support

Europe HQ
Eindhoven, Netherlands

Sales, SE, Marketing and Support

Hsinchu, Taipei
R&D center H.Q.
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Digital Transformation
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Air-gapped Isolation Interconnection

More attack surfaces

OT is in the spotlight
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The rapid change in OT

Efficient

Acceleration

Transform

Competition

Friend become enemy. Avoid 
extinction

Staying Competitive

Highly adopt IT technologies for data, 
connectivity and computation 

Technology Adoption

Data flow change. Contexture data 
presentation

Digital Experience

Based on data, MTO (Make to Order), 
ATO (Assemble-to-order)

Exploring new business 
model

IT and OT convergence

Data Flow Change

Covid -19 accelerate the DX

Global Turbulence

Double Extortion

Data Value
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OT Threat Landscape
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Brenntag (Germany) 
US$ 4.4 M

Colonial Pipeline (US)
US$ 4.4 M 

Health Service Executive 
(HSE) Ireland
US$ 20 M

Kaseya
US$ 70 M

New Cooperative
US$ 5.9 M

JBS
US$ 11 M

Companhia Paranaense de 
Energia (Copel) 1,000 
gigabytes data stolen

Quanta Computer
US$ 50 M

OmniTRAX (US)
70 gigabyte data stolen

Bangkok Air

200GBs data stolen

Acer
US$ 50 M

Olympus EMEA

HK Fimmick
1TB data stolen

Asteeflash Group 
US$ 12 M

E.M.I.T. Aviation 
Consulting (Israeli )

JVC Kenwood
US$ 7 M

ERG (Italian)

Invenergy
4TB Data Stolen

Kia
US$ 20 M

Volvo

20+ Asia manufacturers

2021 OT/ICS Attack Incidents
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Oldsmar Water Treatment 
Plant Hacking

Supply chain attack
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Cyber Criminal Groups

Back to the 
business and 
using Cobalt 
Strike

Emotet

Emotet

Conti

Pursuing lateral 
movement on 
VMware vCenter 
With Log4j
Exploit



Why OT/ICS is so vulnerable 

Insider 
Threat

Flat 
Network

Patching 
Absent 

Legacy 
Assets



Target attack Target extortion

Source: Trend Micro Taiwan CSIRT

55%

10%

35%

Typical attack

Attack method change - Extortion becoming mainstream

2020  Major 
attack methods

2021 Target extortion 
become the 

mainstream attack 
method

44%

14%

42%



Confidentiality

Integrity

Availability

This is my priority

Confidentiality

Integrity

Availability

This is my priority

But IT and OT have different priority



Not helping but 
killing

Lack of OT 
network 
protocols 
support

Require 
constant update

No support 
for legacy 

assets

IT-based solutions can’t help 



IT cybersecurity never needs to 

understand the actual operations 

they’re protecting

But it’s essential and critical in OT
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The clear and present dangers in OT cybersecurity

• Russia’s war on Ukraine

• US vs. China relation

• SBOM, Zero Trust

Supply chain security

Global tension

Secure assets 

operation

• Maintain productivity

• Resources utilization

Recession/inflation

Risk mitigation

• Cyber criminal

• State sponsors

OT on the target list

Security adoption

and monitoring

• IEC 62443

• IEC 61850

• NERC CIP

• NIS2

Vertical specific

Less complex 

solution 

• >2.72 Million globally 

Not enough people

Geopolitical

1

Economic 

impact

2

Regulation

3

Emerging 

threats

4

Shortage of cyber
security 

professionals

5
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How TXOne can help



Asset Lifecycle Protection

Onboarding Staging Production Maintenance

Workforce Protection Workload Protection Workplace Protection
Assets from 
Suppliers

Security Inspection Endpoint Protection Network Defense Security Inspection



EWS

PLC

HMI

EWS

PLC

HMI

EWS

PLC

HMI

Control System Network Field Bus

Zone A

Zone B

Zone C

Backbone Network

Level 0, Level 1Level 2Level 3

Insider 
Attack

Cross Zone Attack

Outsider 
Attack

Shop Floor Security Protection

ICS Detection

MES

OPC Client

OT AD

Firewall

“ICS Detection” solution monitor the traffic between 
shop floor and control center for
• Asset visibility (in most cases)
• Can’t detect cross zone attack (Blind)
• Can’t prevent/protect insider attack

1. Secure shop floor deeply into the OT by effective segmentation and 
segregation (when perimeter defence fails)

2. Provide asset, protocol, and control command visibility on the shop 
floor (which could be blind to ICS Detection)

3. Provide Protection and Enforcement (while ICS Detection only detect)

Level 3.5 DMZ

TXOne
Edge Fire

Historian

Backup

SCADA



Network 

Segmentation Virtual Patch Trust List

Best practices ICS/OT Cybersecurity – OT Zero Trust 

Supply 

Chain 

Inspection

Risk mitigation 

and malware 

containment

Shield vulnerable 

assets and detect 

lateral movement

Unknown attack 

prevention

Auditing and 

inbound/outbound 

inspection

Hardening 

Critical 

Assets

Keep the mission-

critical assets 

operational
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Thank you for your attention

cj@txone.com

Keep the operation running!
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