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TXOne Introduction
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Vertical leader

INFUSEC AWARDS

WINNER
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Hsinchu, Taipei

R&D center H.Q.

Worldwide offices

Europe HQ

Eindhoven, Netherlands

Sales, SE, Marketing and Support
Tokyo HQ

Sales, SE, Marketing and Support

USA HQ
Irving, Texas

Sales, SE, Marketing and Support
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Digital Transformation
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OT Is In the spotlight

Air-gapped Isolation Interconnection =

Ix: n

v :. Dp 6 |

More attack surfaces
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" Data Flow Change

Global Turbulence
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OT Threat Landscape
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Boeing Subsidiary Jeppese
By Cyberattack

Danny Lee, Bloomberg News

uve vibeo  sH US administration announces Chemical Action Plan to

expand public-private cybersecurity partnership

OCTOBER 31, 2022

| . PR
(C N\ 1
&> Committees

European Parliament
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Why OT/ICS Is so vulnerable

Insider Legac
Threat Asset
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Flat Patchih
Network Absent



2021 Target

2020 Major becom
attack methods mainstrea
meth

. Target attack . Target extortion . Typical attack

Source: Trend Micro Taiwan CSIRT




This is my priority
Availability

‘ This is my priority

Confidentiality
Integrity

Confidentiality

Integrity

Availability

But IT and OT have different priority




IT-based solutions can't help

No support Require Letcail O Not helping but
for legacy constant update TSI illing
Assets protocols
support
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IT cybersecurity never needs to
understand the actual operations
they're protecting

But it's essential and critical in OT



The clear and present dangers in OT cybersecurity

Shortage of cyber

Geopolitical Egonomic Regulation Emerging security
Impact threats professionals
Global tension Recession/inflation Vertical specific OT on the target list Not enough people
* Russia’s war on Ukraine « Maintain productivity + |EC 62443 * Cyber criminal « >2.72 Million globally
* US vs. China relation » Resources utilization « |EC 61850 « State sponsors
« SBOM, Zero Trust « NERCCIP
 NIS2
Supply chain security Secure assets Security adoption Risk mitigation Less complex
operation and monitoring solution

txOne

TXOne Networks | Keep the Operation Running networks



How TXOne can help
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Asset Lifecycle Protection

Assets from

Suppliers




Shop Floor Security Protection
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“ICS Detection” solution monitor the traffic between
shop floor and control center for

*  Asset visibility (in most cases)

e Can’t detect cross zone attack (Blind)

. Secure shop floor deeply into the OT by effective segmentation and
segregation (when perimeter defence fails)

Provide asset, protocol, and control command visibility on the shop
floor (which could be blind to ICS Detection)

Provide Protection and Enforcement (while ICS Detection only detect)

=) ExOne

networks

* Can’t prevent/protect insider attack 3



Network

Segmentation

v

Risk mitigation
and malware
containment

Virtual Patch

v

Shield vulnerable
assets and detect
lateral movement

v

Unknown attack
prevention

Hardening
Critical .

Assets

Keep the mission-
critical assets
operational

Auditing and
Inbouna/outbound
Inspection



Thank you for your attention

Keep the operation running!

cj@txone.com
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